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Identity theft is an increasing threat

that infiinges on the benefits of a free
society. [dentity theft occurs when
someone uses an individual’s personal
information to take on that person’s
identity. A deterrent to identity theft not
only includes discretion when disclosing
personal information and all the
precautions necessary to safeguard the
data durnng storage and transport, but the
presentation of unique information that
excludes any other individual. How can
we confidently and uniquely identify or
verify ourselves? A key component of any
identity confirmation prceess is that the
information presented is distinctive to the

12 | Winter | Spring 2006 JOI

individual. Identity validation
techniques used to be reserved only o
those accessing classified information
related to national security;, but increasingly
these techniques are being considered for
transactions ranging from purchases at a
grocery store to work release programs in

a detention facility. Strong authentication
can involve something you have (token,
card), something you know (PIN,
password) and something unique to
yourself (biometric, DNA).

1. Biometrics used by law enforcement

The identification and or venfication

of an individual become strkingly

clear in a detention facility. Offenders

are notorious for hiding their identity:
When an inmate has been incarcerated

at a facility; extraordinary precautions
must be taken to ensure everyone 1s
accounted for. One of the earliest adopters
of biometric technology has been law
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enforcement. There is a rich history of
using biometrc identifiers to recognize
prisoners and repeat malefactors.
Individuals arrested have their fingerprints

* taken and computers enable us to make

rapid compansons and to establish links
to other cnimes. Investigators look for
fingerprints and DNA at a cnime scene.
Biometncs includes the measurement

of a person’s physical charactenstics or
traits. Biometrics becomes a powerful fool
when combined with mechanisms that
can automate the process. We have been
created with unique charactenstics that, if
correctly recorded and securely handled,
can be used to compare against a live
sample for a positive match.

2. Categories of biometric technology

Some of the main categones of biometrc
technologies include fingerpnnt, face,
hand, inis, voice, signature and keystroke.
Each biometnc technology employs an
enrollment function, where a sample(s)

or measurement 1s taken and stored as a
template. Identification 1s achieved when a




sample is taken and successfully matched
against the stored template.

3. The biometric process

Biometric devices can compare a propetly

“enrolled” sample with a live sample and
attempt to make a match. Each biometric
system has its own operational method;
however, the authentication process of
every biometnc system can be broken

template comesponding to that credential.
Verfication answers the question, “Am |
who I say [ am?”

4, Measuring biometric performance

The performances of biometde systets..
usually are measured in the form of
decision, matching or image acquisition
error rates.

be booked [2]. Also, approximately 200

offenders would typically be released

on pass from the facility to work, seek

employment or take advantage of

educational opportunities [3]. Because
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wrong person, management searched for
a system that could identifiy an individual
quickly, reliably and provide an audit trail
of inmate Jagiiaatal ik







